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Abstract

New challenges for the electrical grid need complex IT systems and networking of most of all entities
in today’s power grid. Smart grids are a heavily discussed topic in the European Union and many other
countries. Smart Meter Systems are going to be deployed worldwide. However, due to their complex-
ity and interconnectivity, they have to deal with strict security and privacy requirements. As a result,
German regulatory bodies decided a proactive approach and developed a protection profile for Com-
mon Criteria evaluation, i.e., specifying explicitly security requirements for gateway components.

We describe the challenges and requirements that have to be fulfilled to build a smart meter gateway
according to the BSI protection profile in Germany. Moreover, we present and discuss a modular secu-
rity framework approach that can be used to realize such gateways in order to fulfill the requirements
of the protection profile. This security framework is based on a security kernel approach that has been
developed within various other projects. The proposed security kernel framework offers a solution to
meet these security requirements while keeping the architecture modular and flexible to be used for
other implementations as well. As it can be used to realize various security architectures — ranging
from desktops to mobile devices — our framework may also be suitable to be adapted to other smart
meter gateway designs, not only for Germany.

1 Introduction

Smart grids are a heavily discussed topic in many countries. The expected increasing deploy-
ment of new electricity-powered devices (e.g., automobiles) in combination with distributed
electricity generation based on regenerative energy (e.g., solar and wind energy) will result in
new challenges for the electrical grid. The most important challenge will probably be high
dynamics due to unknown consumption and production capacities. In addition, consumers
demand more flexible power supply and flexible billing schemes adjusted to their needs. The
smart grid is supposed to build a flexible, adjustable, and secure supply of energy. As part of
this grid, metering systems deliver the required meter data to measure and adjust the energy
supply, provide the basis for billing procedures, and eventually will be used when controlling
other electronic devices that are connected to a home network (e.g., smart household appli-
ances). To fulfill these requirements, more and more meter systems will be enhanced with ad-
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ditional electronic and information technology (IT) components, such as wired or wireless
network connections, to become “smart meter” systems, allowing them to communicate with
other electronic systems, especially with Internet based systems. Besides electricity, other
consumables like water and heat are also considered as part of such a smart metering systems.

In Germany, for example, the introduction and deployment of such smart metering systems is
becoming mandatory by law (“Energiewirtschaftsgesetz®, EnWG). This includes both legal
and technical requirements. As part of the technical regulations and to address end-user pri-
vacy, beside smart meters, a new component is required: the “smart meter gateway”. This
component operates as a gateway between the local smart meter systems, optional controlla-
ble household appliances, and remote systems that are connected via Internet access. As such,
on the one hand these smart meter gateways offer the realization of new business cases for
value-added services, both for the suppliers as well as the consumers. On the other hand, these
gateways should include features to protect the privacy of end users. However, compared to
classical meter infrastructures, smart meter gateways are very complex and offer a higher at-
tack surface due to their connectivity to open networks. Thus, smart meter gateways need to
protect themselves and the communication to devices they are connected with. To address
these risks, the German Federal Office for Information Security (BSI) has developed a Com-
mon Criteria (CC) [CC09] protection profile for smart meter gateways [BSI12], defining strict
security requirements and requiring assurance according to the evaluation level EAL4+. In
this case, EAL4 is augmented with additional requirements for the gateway to be resistant
against attacks by an adversary with high attack potential, and to provide defined security
flaw remediation procedures. This poses new challenges and additional requirements for ven-
dors that previously built classical meters, smart meters, “normal” meter gateways, or meter
infrastructure components as the new devices have to be evaluated and certified according to
the protection profile. Besides these new challenges, the BSI protection profile is the first ap-
plication of the Common Criteria (CC) in the metering industry. There was no CC evaluation
with level EAL3 of an ICT gateway for smart metering before, so nearly no experience could
be made by vendors ahead to the developments and documentation that are necessary now to
get a certification from BSI. Since CC evaluation and certification of complex IT products of-
ten are time consuming and certified products should be in market by begin of 2013, an ade-
quate proceeding for the metering industry should be to learn from IT security industry and
use existing approaches to counter high attack potential for example.

This paper describes the challenges and requirements that have to be fulfilled to build a smart
meter gateway according to the BSI protection profile. Moreover, we present and discuss a
modular security framework approach that can be used to realize such gateways in order to
fulfill the requirements of the protection profile. This security framework is based on a secu-
rity kernel approach that has been developed within various other projects, e.g. [EMSCB],
[OpenTC], [ASSS+06]. It can be used to not only fulfill the smart meter gateway protection
profile, but it is also the basis for an instantiation of the High Assurance Security Kernel
(HASK) protection profile [KKSW+08]. As such, it can be used to realize various security ar-
chitectures, ranging from desktop computers [CLMS+10] to mobile devices, such as smart-
phones [SSFG10], and embedded systems.

This publication was made during the drafting of the "Common Criteria Protection Profile for
the gateway of a smart metering system" of the BSI and the BSI Technical Guideline TR
03109. These documents contain technical specifications for smart metering systems, which
will be regulative implemented by laws and regulations in cooperation between governments,
regulatory bodies and industry.
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2 Background: Smart Meter Gateway

The smart meter gateway connects devices of three networks: meter systems from a Local
Metrological Network (LMN), controllable local systems (CLS, e.g., smart household appli-
ances) and external user display devices from a Home Area Network (HAN), and authorized
external systems from an Internet connection as a Wide Area Network (WAN). Figure 1 illus-
trates the role of the gateway between these networks and its information flows.

External Party 1
WAN
|Externa| Party n|

[Gw Admin|

—
~

[ ctst |~ | cLsk |

HAN
|Consumer1 I | Consumer j I

|Meter1| |Meterm|

LMN

Figure 1: Smart Meter Gateway information flows

Mainly, the smart meter gateway has to provide the following four logical functions:

. collecting and processing meter data from the LMN;

. receiving and executing commands from an authorized gateway administrator from
the WAN;

. providing an interface for controllable local systems to authorized WAN end-
points;

. providing a proxy for communication between controllable local systems and
authorized external entities via WAN; and

. providing an interface to external user display devices in the HAN.

All these functions have to fulfill superior security requirements, i.e., the protection of the
confidentiality of personal identifiable data of the consumers, the protection of the integrity of
the data for logging, audit, and billing processes, and the protection of the smart meter gate-
way and infrastructure against unauthorized usage and manipulation.

In particular, the gateway has to ensure controlled information flows between the different
networks and communication endpoints. Information flow is allowed according to the follow-
ing rules (see also Figure 1):

e External parties from the WAN are not allowed to initiate a communication with the
gateway. Only the gateway administrator (GW Admin) can send a simple wake-up call
to the gateway, and the gateway contacts a pre-defined destination in the WAN for
further requests. Through this communication channel, established by the gatway,
other parties in the WAN can then communicate with the gateway, e.g., to receive me-
ter data.

* Meter systems in the LMN cannot directly communicate with other parties in other
networks. They can only directly communicate with the gateway. It is up to the gate-
way to process (and pseudonymize) the meter data before it is sent (by the gateway) to
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authorized parties in the WAN. A communication between LMN and HAN is not al-
lowed.

* Controllable local systems (CLS) in the HAN are also not allowed to communicate di-
rectly with external parties in the WAN. Similar to meters, they can only contact the
gateway. In contrast to meter data, the gateway does not extra processing on the data
sent by CLS; instead it provides a proxy service for CLS to communicate securely via
TLS-encrypted channels to authorized end-points in the WAN.

* Finally, consumers can look up information about the data that was processed on the
gateway and that “belongs” to them, i.e., they can only see meter data that came from
their associated meters, and not from other consumers. To enable consumers to look
up these information, the gateway provides a display service, e.g., a web browser in-
terface that is accessible from the HAN and only by authenticated consumers.

2.1 Challenges

One of the most challenging parts of the smart meter gateway protection profile is the re-
quirement to provide an information flow control of all communication going through the
gateway and according to information flow rules of different networks and categories of
communication endpoints as stated above. This disqualifies an approach using a regular oper-
ating system, such as Linux, to implement a firewall or gateway appliance without additional
security measures. In particular, additional requirements on the collection and processing of
meter data include the pseudonymization and separation of the data according to the consum-
ers that are associated to the originating metering devices. Moreover, as the gateway has to
provide several different functions, the resulting processes running on such a device need to
be adequately separated from each other to prohibit unwanted information flow.

3 Security Kernel Framework Approach

Our proposed framework, the TURAY A.SecurityKernel [Sirrix12] addresses these topics by
providing security and protection mechanisms that not only fulfill the requirements of the pro-
tection profile, but also anticipate the execution of future applications as additional services
on top of the gateway. The main ideas behind the security kernel framework are to provide:

. a common and simple security model that allows to define high-level security poli-
cies that are transparently enforced by low-level components;

. a modular set of security services that can be integrated as needed;

. a flexible and auditable development and build environment that fulfills the needs
for Common Criteria evaluations of at least EALS; and

. the possibility to realize different implementations of the framework on top of

various hardware and software architectures (e.g., x86 or ARM).

A key feature of the security kernel framework is that it allows executing isolated application
domains on top of it [GJIPS+05,CLMS+10]. Applications belonging to one domain can com-
municate freely with each other. A communication to other domains is prevented by default.
If communication between domains (or to external systems) should be allowed, then this must
be stated in the security policy of the system. In addition, restricted communication (e.g., al-
lowing only certain data types to be exchanged) can also be defined, and will be enforced by
the security services of the framework.
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Figure 2: Overview of the security kernel framework

The main components of the security kernel framework are the following (see Figure 2):

3.1

Resource Management: This is the basic functionality to execute and isolate proc-
esses, and to control inter-process communication (IPC) according to a mandatory se-
curity policy. There are different options to realize this component, e.g., a hypervisor
or a microkernel in case of very high assurance or robustness requirements, or a hard-
ened operating system kernel with mandatory type enforcement support in case of
moderate to high assurance requirements (as in the case of the smart meter gateway).
Crypto Manager: Provides cryptographic operations, and in particular support of
hardware security modules.

Secure Storage: Provides encrypted and integrity-protected storage that protects confi-
dentiality and integrity of persistently stored data. This can include the entire disk vol-
ume (full-disk encryption).

Network Manager: Controls access and operation of all physical network interfaces.
Trusted Channel Manager: Provides (mutually) authenticated and encrypted com-
munication channels over network connections as provided by Network Manager.
Information Flow Manager: Enforces the system-wide information flow policy, act-
ing as policy decision point. While there are different ways for communication be-
tween applications (IPC, via network, etc.), the Information Flow Manager provides
centrally information flow decisions for all communication channels while they are
enforced with the help of other services, e.g., Trusted Channel Manager.

System Management: Provides interfaces for authorized administration of the sys-
tem, e.g., inspecting or updating configuration options, or enabling a system update.

Applying the Framework to Smart Meter Gateways

In the instantiation of our framework for the smart meter gateway, we isolate the execution of
all services that are used to realize the logical functions of the gateway. In particular, we de-
fine four security domains, one for each of the logical main functions, and in addition one se-
curity domain for the basic services of our security kernel. As other applications might be in-
troduces later, we can define further security domains to separate them from the main logical
functions and the basic security services. The separation of these security domains has the ad-
vantage that we can provide controlled information flow between the logical components. The
isolation of security domains is enforced by the underlying security kernel framework. Data
belonging to one domain are only accessible in this domain: persistently stored data are en-
crypted with a key associated to that domain, and sensitive data transmitted over networks are
always protected by mutually authenticated secure channels (trusted channels).
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Figure 3: Realizing the Smart Meter Gateway with the Security Kernel Framework

Hardware

As one possible instantiation of the framework, we use type enforcement mechanism to pro-
vide mandatory access control and labeling of all data and network connections. This is en-
hanced by additional components (security services) that control all incoming and outgoing
network connections and those that enforce the information flow control of the software com-
ponents within the gateway. In particular, our security kernel offers the following security
services (among others):

. mandatory establishment of TLS-protected channels to outside communication
endpoints (trusted channels);

. policy-driven information flow control of network, storage, and inter-process
communication;

. secure storage providing protection of confidentiality and integrity of data based
on their association to security domains;

. secure system configuration and system update; and

. support of cryptographic hardware security modules.

Our framework allows adapting particular security services to individual needs of concrete
systems. For example, the smart meter gateway protection profile [BSI12] requires a manda-
tory security module (smart card) to be used in case of establishment of trusted channels and
secure storage of encryption keys. However, our framework also allows to use other security
modules if needed, e.g., a Trusted Platform Module (TPM) [TPMI11] in case of PC/laptop
computer systems.

The central idea of enforcing the information flow rules of the smart meter gateway with our
framework, is to establish a separate application domain that corresponds to each of the four
main information flow rules (see Section 2). There is one domain that handles the proxy func-
tionality for CLS, one domain for providing a display service (e.g., web server interface) for
consumers, one domain for collecting and processing the meter data, and one domain for the
gateway administrator to configure and update the system. An essential part is their connec-
tion to the three physical network interfaces: All communication channels are going through
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the Trusted Channel Manager, which works together with the Information Flow Manager. As
such, all communication requests must pass the central information flow decision. More im-
portantly, the applications in the corresponding application domain do not need to take care of
establishing the correct and encrypted network connections, i.e., taking care of TLS estab-
lishment. Instead, this is always handled by the Trusted Channel Manager. This component
knows (by the system policy of the Information Flow Manager) which are authorized com-
munication endpoints, for which requests, and which cryptographic credentials (i.e., TLS cer-
tificates) should be used in which case.

4 Conclusion

Critical infrastructures of the future, such as smart grids, smart metering intelligent power dis-
tribution and management, are use cases our security kernel framework is aiming at. Consist-
ing of a multitude of distributed nodes, networked based on the IP protocol, smart grids will
benefit from existing, mature technology and proven mechanisms. Security technology such
as our security kernel framework can be seen as an enabler for smart grids, or at least it dra-
matically improves its security compared to standard operating systems for metering and
gateway components. Using secure infrastructures is a requirement to be met to reach new
business models, flexibility and cost-savings in smart grids.

In the future, even more and more mobile and autonomous entities will be accessing the smart
grid. For example, energy management gateways controlled via smart phones will become re-
ality soon. Hence, advanced security concepts should be also used on mobile user devices,
such as smartphones and tablets as well as on desktop and server systems. Then a coherent
level of security can be guaranteed.

The overall solution resulting of conceptual work and development of the proposed security
kernel framework is one example that establishes security guarantees on the data processed in
a smart meter gateway. The security and assurance requirements for such smart meter gate-
ways are comparable to current smart cards, i.e., considering an adversary with high attack
potential. The goal is to deploy gateways executing only certified software that do not affect
external workflows and build trust in smart metering infrastructures. The proposed security
kernel framework offers a solution to meet these security requirements while keeping the ar-
chitecture modular and flexible to be used for other implementations as well.
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